
How Hackers and Activists Exposed Fatal
Flaws in the Election System
The integrity of elections is paramount to the functioning of any democratic
society. However, recent years have witnessed a growing number of
incidents where hackers and activists have exposed fatal flaws in the
election system. These vulnerabilities have raised serious concerns about
the security of our electoral processes and have brought into sharp focus
the need for improved security measures.
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Vulnerabilities in Voting Systems

One of the most concerning aspects of the election system is the
vulnerability of voting machines. In a study conducted by researchers at the
University of Michigan, it was found that electronic voting machines could
be easily manipulated by hackers. The researchers were able to alter vote
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counts, delete votes, and even install malware that could spread from
machine to machine.

Another study, conducted by the Brennan Center for Justice, found that
many voting machines are not equipped with basic security features, such
as encryption. This makes them vulnerable to data breaches and
manipulation by unauthorized individuals.

Hacking Incidents

In recent years, there have been several high-profile cases of hackers
targeting election systems. In 2016, Russian hackers gained access to the
computer systems of the Democratic National Committee (DNC) and stole
emails and other sensitive information. The hackers were also able to hack
into voter registration databases in several states.

In 2018, hackers targeted the election systems in Georgia and Arizona. In
Georgia, the hackers were able to delete voter registration records and
change vote counts. In Arizona, the hackers were able to gain access to
the state's election management system and manipulate the results of the
election.

Activist Involvement

In addition to hackers, activists have also played a role in exposing the
vulnerabilities of the election system. In 2016, the activist group "Defend
Democracy" conducted a "stress test" of the election system in Georgia.
The group was able to plant malware on voting machines and manipulate
vote counts.



The findings of the stress test were used to pressure state officials to
improve the security of the election system. The group also called for a
paper trail system to be implemented so that votes could be audited.

Consequences of Election System Flaws

The vulnerabilities in the election system have a number of serious
consequences. They can undermine public trust in the electoral process
and make it difficult to ensure the legitimacy of elections. They can also
lead to the manipulation of election results and the suppression of voter
turnout.

In the 2016 election, the Russian hacking of the DNC and the voter
registration databases had a significant impact on the outcome of the
election. The hacking was used to spread disinformation and sow discord
among voters. It also raised concerns about the integrity of the election and
led to a decrease in public trust in the electoral process.

Improving Election Security

The fatal flaws in the election system highlight the need for improved
security measures. There are a number of steps that can be taken to
improve the security of the election system, including:

Implementing paper trail systems so that votes can be audited

Upgrading voting machines to make them more resistant to hacking

Investing in cybersecurity training for election officials

Establishing clear guidelines for the security of election systems

Conducting regular security audits of election systems



The integrity of the election system is essential to the functioning of any
democratic society. However, the fatal flaws in the election system exposed
by hackers and activists have raised serious concerns about the security of
our electoral processes. It is imperative that we take steps to improve the
security of the election system so that we can ensure the legitimacy of
elections and protect the integrity of our democracy.
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